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Executive Summary

This study presents the concept of the Strategic Defence Talent Academy (SDTA) —

a pioneering, Al-driven educational ecosystem designed to bridge the skills gap in the European
defense sector. In the face of growing geopolitical instability and a technological arms race, the
European Union faces a critical challenge: a shortage of qualified STEM engineers who choose careers
in the civilian sector over the defense sector.

SDTA integrates three key operational pillars:

Defence Proving
Al Talent Rad.
e * The Defence Forge Grounds
An mtelligent 4 central . )
alytical tool that see An innovative
mm}aps et educational hub virtual training
profiles according to offering adaptive ground utilizing
ESCO standards leaming paths and ’:' e ot
identifying “hidden dual-use technology " digital twims,
talents” and Coursss, dm‘EI‘_}P'Ed allowing students
predictively in collaboration to safely work on
matching them to with leading real-world
specific roles in the universities and operational
aerospace and defense sector chellenzes m‘thmt_lt
; requiring access to
defense industry. companmes. classified data.

The project goes beyond purely technological considerations, offering a comprehensive analysis:

e Socio-economic: by democratizing access to careers in the defense sector and
optimizing recruitment costs for industry.

e Political: by supporting the implementation of the objectives outlined in the Strategic
Compass and the European Defence Industrial Strategy (EDIS).

e Ethical and Environmental: through the virtualization of training (reducing the carbon
footprint) and ensuring the transparency of Al algorithms.

The implementation of SDTA will enable the transformation of the European human resources
management system from a reactive to a proactive model, guaranteeing the European Union
technological sovereignty and a steady supply of personnel with “battle-tested” competencies (battle-
tested engineers).
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Introduction and Strategic Diagnosis (Political and Social Analysis)
Geopolitical Context: A Turning Point for European Security

The war in Ukraine and growing instability in the European Union’s neighborhood have become an
indisputable turning point for European security, acting as a brutal, living laboratory of 21st-century
conflicts. These tragic events have proven beyond any doubt that modern armed conflicts are decided
not only by the classic numerical superiority of heavy equipment or the sheer number of soldiers, but
above all by technological dominance, logistical efficiency, and the innovation of integrated
information systems. It was on the Ukrainian front lines that a new doctrine of algorithmic warfare was
born, in which the side that processes massive streams of sensor data faster and closes the decision-
making loop more effectively gains the upper hand. The traditional approach to defense was
overturned overnight by the asymmetric use of technology, where relatively inexpensive civilian
solutions, properly modified and loaded with software, can paralyze conventional equipment that is
many times more expensive and change the course of a campaign.

The picture of the war in Ukraine is, above all, an unprecedented revolution in unmanned systems and
electronic warfare, which have redefined the concept of dominance on land, in the air, and at sea. We
are witnessing the full democratization of drones there, where swarms of FPV (First-Person View)
unmanned aerial vehicles, controlled by operators supported by artificial intelligence, are capable of
precisely destroying heavy main battle tanks.

Meanwhile, Ukrainian surface drones have successfully challenged the traditional naval fleet, forcing it
into a deep defensive posture without Ukraine possessing its own large navy.

However, none of these platforms would function without the invisible shield provided by satellite
communications and advanced situational awareness systems, such as Ukraine’s Delta network or
automated artillery fire control platforms. It was this software and the ability to fuse data from
thousands of dispersed sources—from city cameras and commercial satellites to civilian applications—
that determined the defenders’ operational success in the first months of the invasion. This conflict
also demonstrated that the cyber domain and electronic warfare are an integral part of kinetic
operations, and that constant attempts to jam GPS signals, spoofing, or jamming radio communications
constitute a daily struggle for survival in the frontline zone.

In this new security paradigm, the European Union’s technological sovereignty depends directly on its
ability to rapidly deploy breakthrough technologies such as artificial intelligence, autonomous systems,
and resilient cybersecurity. Europe can no longer view defense solely through the lens of steel mills
and conventional ammunition, but must focus on control over critical source code, semiconductors,
and machine learning algorithms. The Ukrainian experience clearly shows that technological
superiority cannot be purchased once and for all in the form of ready-made foreign weapons
platforms—it must be constantly adapted and programmed on the fly, responding to how the adversary
changes its jamming bands and methods of attack. This is precisely why it is so crucial to shift the
focus to human capital and the education of a new generation of engineers capable of building systems
that are resilient to interference and integrated with Al. The continent’s true strategic autonomy will be
measured not only by the number of battalions it possesses, but above all by the efficiency of an
innovation ecosystem capable of absorbing civilian technologies and transforming them into certified,
ready-to-use defense solutions within days or weeks, rather than over many years. [1]
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Critical Analysis: Talent Shortage and Barriers to Entry in the Defense Sector

Currently, the European defense sector is grappling with a growing human capital crisis that threatens
the operational capabilities of member states. This problem stems not only from

a lack of interest among young people but from deep-seated, systemic barriers that the SDTA project
aims to eliminate:

e Asymmetry in market attractiveness — the defense sector loses out in direct competition
for top-tier STEM specialists to tech giants (Big Tech), which offer more flexible career
paths and an image of innovation free from bureaucracy.

e Structural isolation of defense education — Existing STEM curricula at civilian
universities are fragmented and rarely account for specific military requirements,
creating a gap between academic knowledge and the realities of the aerospace and
defense industry.

e The “glass ceiling” of security clearances—The biggest barrier for students and young
innovators is the lack of access to real-world data and operational scenarios due to their
classified nature. This prevents research and development work from being conducted at
an early stage of education, effectively discouraging talent from committing their future to
this sector.

e Lack of a pan-European forecasting system - Currently, there is no unified mechanism
that would allow for the identification and management of talent across the entire
European Union, leading to reactive rather than strategic recruitment.

e Skill Gap — Engineering graduates often lack specific competencies in dual-use
technology areas, such as cybersecurity of critical systems, or the engineering of
autonomous systems in field conditions.

The barriers identified above create a vicious cycle: the lack of fresh talent slows down innovation,
which in turn makes the sector seem less attractive to ambitious engineers. SDTA breaks this cycle by
bridging the gap between civilian STEM education and Europe’s strategic defense needs.

Policy Analysis: Alignment with the European Union’s Strategic Priorities

The Strategic Defence Talent Academy (SDTA) project was designed as a direct response to calls to
strengthen European strategic autonomy and integrate the defense capabilities of member states. Its
architecture is fully complementary to the following pillars of EU policy:

The SDTA implements the call to invest in innovation and
secure a technological edge through the early identification of
talent capable of operating next-generation systems.

Strategic Compass Strengthening
(2022) technological sovereignty

[1]

The EDIS strategy emphasizes the need to strengthen the
industrial and technological base (EDTIB). SDTA supports this
goal by eliminating bottlenecks in recruitment processes and
ensuring a steady supply of “ready-to-use” personnel.

Building a Resilient
Defense Ecosystem

European Defence
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Industrial Strategy . . . .
(EDIS, 2024)[2] The Defence Proving Grounds pillar acts as an innovation

incubator where solutions developed by students can feed into
Scaling Innovation the European supply chain, which aligns with EDIS’s goals of
supporting startups and SMEs in the defense sector.

The use of the ESCO (European Skills, Competences,

Qualifications and Occupations) taxonomy in the Al Talent
Talent mobility Radar module ensures that competency profiling is

understandable and recognized across all member states.

European Skills The certification system within The Defence Forge aligns with
Initiative and ESCO the EU initiative to recognize short training cycles, which
Standards[4] Micro-credentials increases labor market flexibility and enables the rapid
retraining of civilian specialists for defense needs.

The use of synthetic data in the SDTA project is consistent with
the European Defence Agency’s (EDA) action plan for the
Artificial Intelligence secure development of Al. The project promotes an Al model
Actions (EDA Al that supports decision-making and training processes while
Action Plan)[5] maintaining the highest standards of classified information
protection.

Security and Ethics

Social Impact: Democratizing the Defense Sector

The SDTA project aims to fundamentally change the perception of the defense sector, dispelling the
myth of a closed-off and bureaucratic environment. Instead of inaccessible structures, it offers an open
educational ecosystem that opens the doors of the defense industry to civilian students in all
engineering disciplines—from mechanics and chemistry to data analysis. The sector is no longer
associated exclusively with heavy equipment, becoming the most fascinating testing ground for the
technologies of the future.

The key to reaching the "digital natives" generation is a complete shift away from passive learning
toward dynamic virtualization. By leveraging Al, digital twins, and gamification, the project
transforms dry theory into an engaging operational experience. Students can safely experiment in a
virtual environment, immediately seeing the technical and strategic consequences of their decisions. In
this way, defense education becomes modern and attractive, proving to young engineers that their
digital passions have real significance for Europe’s security.

SDTA System Architecture (Technology Analysis)

The Strategic Defence Talent Academy (SDTA) system was designed as an integrated ecosystem in
which data flows between three modules, creating a loop of continuous competency improvement. The
architecture is based on advanced machine learning (ML) algorithms, digital twin technologies, and
secure simulation environments.

Pillar I: Al Talent Radar — Strategy and Career Mapping

Pillar I, operating under the name Al Talent Radar (Strategy and Career Mapping), forms the
foundation of strategic human capital management across the entire ADA ecosystem and functions as an
intelligent matching engine (matching engine). Its advanced analytical capabilities go far beyond the
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framework of traditional, often superficial and ineffective keyword verification in application documents
or standard competency tests. The key task of this module is to transform raw data on potential candidates
into precise, personalized career development roadmaps, which is achieved through predictive profiling
based on proprietary artificial intelligence algorithms. This system conducts an in-depth analysis of
student profiles, taking into account not only their formal academic achievements and completed
technical projects, but also key soft skills and psychological aptitudes. The entire analytical process is
firmly grounded in the European ESCO skills standards and the specific competency dictionaries and
military taxonomies used by NATO and the European Defense Fund (EDF)[4,8]. Thanks to this
integration, the platform guarantees full compatibility with EU security requirements and operational
standards, creating a common, continental language of competencies for the civilian and defense sectors.
An extremely important and highly innovative element of this pillar is the mechanism for identifying
hidden potential, which uses advanced mathematical models to identify niche professional roles that a
given student may not have previously considered at all in the context of their future. Thanks to this
solution, the system can, for example, precisely match

a mechatronics engineer to a highly specialized role as an autonomous systems specialist or

a cyber warfare analyst, based on the unique problem-solving style and decision-making approach
demonstrated during interactions with the platform. This approach allows for the effective identification
of talent from purely civilian fields and their successful placement in critical defense sectors, providing
young talent with an opportunity to develop in areas that best align with their natural cognitive and
technical aptitudes, rather than just their current education.

Radar’s functionality is complemented by dynamic Gap Analysis, which compares a student’s current
skill profile in real time with the rigorous and evolving requirements of the European defense market.
Based on this analysis, the system generates a personalized development path, known as an Individual
Development Plan, which clearly indicates to the student the specific educational modules they must
complete within the project’s second pillar (The Defence Forge) to effectively prepare them for real-
world employment. At the same time, thanks to continuous data aggregation at the system level, the
project provides EU institutions with key information necessary to forecast workforce shortages across
the entire continent.

This enables a fundamental shift from reactive recruitment to proactive strategic workforce planning,
allowing for the precise elimination of future skills gaps and the building of Europe’s lasting technological
autonomy in the face of growing geopolitical instability.

Pillar 11: The Defence Forge — Central Educational and Adaptation Hub

Pillar 11, operating under the name The Defence Forge (Central Educational Hub),

constitutes the substantive heart of the project and an advanced “forge” of talent, where raw technical
knowledge is precisely honed and adapted to the rigorous demands of the modern security sector. It is
a dynamic, intelligent e-learning platform that goes beyond passive knowledge transfer, offering a
unique combination of theoretical engineering foundations with practical military specifics and dual-
use technologies. The curriculum, developed in close collaboration between leading technical
universities and leaders of the European defense industry—such as Airbus, Leonardo, and PGZ—
focuses on areas of the highest strategic importance, including artificial intelligence in combat
systems, advanced cybersecurity for critical infrastructure, autonomous systems, and modern military
logistics.

A key element of this pillar’s innovation is Adaptive Learning, which utilizes an advanced artificial
intelligence engine acting as a virtual Al Mentor. This system continuously monitors every student
interaction with the material in real time, analyzing the pace of information absorption, the accuracy of
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completed tasks, and the approach to technical problems, which allows for instant and automatic
adjustment of the difficulty level of the presented content to the user’s individual progress. In practice,
this means exceptional personalization of the teaching process: if a student demonstrates above-average
proficiency in mastering the fundamental principles of logistics, the intelligent system immediately
identifies this and unlocks access to highly specialized modules, such as the optimization of complex
supply chains under conditions of active GPS signal jamming or other positioning system disruptions.

A crucial aspect of “Kuznia” is its direct alignment with real market needs through

a certification and micro-credential system that grants the acquired knowledge formal, international
recognition. Each successfully completed technological module culminates in the award of a digital
certificate that is fully recognized by key industry partners throughout the European Union, serving as a
powerful tool for building the professional credibility of young engineers. Such a standardized system
for validating competencies not only guarantees high-quality education but, above all, stimulates the
mobility of defense personnel across the continent, allowing for the free movement of specialists
between different member states without bureaucratic barriers. Thanks to this comprehensive approach,
Pillar 11 effectively bridges the gap between academic education and operational requirements,
providing Europe with a new generation of experts who are not only theoretically prepared but, above
all, possess certified and “ready-to-use” skills in the most critical technological domains.

Pillar 111: Defence Proving Grounds — Simulation, Practice, and Innovation

Pillar 111, known as Defence Proving Grounds (Practice and Simulation), is the most groundbreaking
and innovative component of the entire project, as it systematically addresses the critical problem of
lack of access to classified data and real military equipment during civilian education. It is an
advanced environment of virtual “experimental training grounds” where theoretical concepts and
engineering designs are subjected to rigorous verification

under conditions as close as possible to operational ones, allowing for the training of “battle-tested”
personnel without compromising state secrets.

The key technological foundation of this pillar is Synthetic Data Generation. Instead of working with
sensitive, classified military logs, advanced Al algorithms generate datasets that are statistically identical
to actual operational parameters but devoid of any features that could identify real systems or locations.
This allows students to work with realistic “noise,” interference, and system errors, learning to eliminate
them in a secure, unclassified environment, which completely eliminates the bureaucratic barrier
associated with security clearances[6].

Another pillar of this virtual infrastructure is Digital Twins, which are high-fidelity digital replicas of
real military hardware, such as drone engines, radar systems, or satellite communication modules. The
platform enables students to make direct interventions in these models—from optimizing control code
to making structural modifications—and immediately test their impact on the performance of the entire
system. This allows for advanced research and development without the risk of damaging expensive
equipment, while giving future engineers unique experience working with state-of-the-art
technology[7].
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The most dynamic element of this pillar is Engineering Wargaming, which consists of advanced
“action-reaction” scenarios that place students in the midst of technical military crises. Participants face
Al-generated incidents, such as a massive jamming attack on a swarm of drones or digital sabotage of
guidance systems, where they must make critical

technical and logistical decisions under extreme time pressure. Every move a student makes is
immediately evaluated by the Al system for technical feasibility and strategic effectiveness.
Importantly, the most innovative solutions developed by students in these virtual training grounds are
automatically incorporated into the EU innovation process and can be directly tested and implemented
by industry partners, creating a real bridge between education and the modern battlefield.

Three Pillars of Success

Pillar I: Al Talent Radar (Strategy and Career)

Function Innovation Goal

It uses predictive profiling based on
ESCO standards and NATO/EDF Dynamic analysis of
taxonomies to uncover students’ competency gaps and creation
“hidden potential” (e.g., redirecting of Individual Development
a mechatronics engineer to the Plans (IDPs).
autonomous systems section).

An intelligent matching engine
that goes beyond CV analysis.

Pillar 11: The Defence Forge (Education)
Function Innovation Goal

Earning micro-credentials
The use of Al Mentors and adaptive recognized by industry giants
A central e-learning hub focused on|  learning paths that adjust the  |(Airbus, Leonardo, PGZ) throughout
dual-use technologies. difficulty of the material to the the European Union.
student’s progress in real time.

Pillar 111: Defence Proving Grounds (Practical Training and Simulation)

Function Innovation Objective

Engineering Wargaming, in which
students solve real-world crises (e.g.,
jamming attacks) under time
pressure.

Overcoming the secrecy barrier
through synthetic data (secure
statistical copies of classified data)

Virtual “testing grounds” for testing
skills under stress.

Page 9 of 16



European Defence Challenge VI edition

Strategic Value and Project Impact (Socio-Economic Analysis)

Building Europe’s Strategic and Technological Autonomy

In an era of growing great-power rivalry and dynamic shifts on the geopolitical map, the European
Union’s ability to independently design, implement, and maintain modern defense systems is becoming a
critical condition for its survival and agency on the international stage. The ADA Project constitutes a
direct and precise response to these challenges, acting as a systemic guarantor ensuring a steady,
predictable, and high-quality supply of engineering personnel, whose shortage is currently one of the
greatest threats to EU security. The

Academy’s activities do not take place in an educational vacuum but are closely and strategically
aligned with the overarching goals set out in the Strategic Compass and the European Defence Industrial
Strategy (EDIS), serving as a practical tool for achieving European defense autonomy.

By deeply integrating previously fragmented STEM programs with the real, operational needs of the
defense sector, the project effectively eliminates the skills “bottleneck™ that has for years hindered the
pace of development of key European defense programs. This initiative redefines the continent’s role in
the global arms race—thanks to ADA, Europe ceases to be merely a passive consumer and importer of
foreign technological solutions, often burdened by the risk of political dependence, and becomes their
sovereign and innovative creator.

Building a sustainable, highly specialized human resource base enables Europe to take real control over
the lifecycle of tomorrow’s most critical technologies: from intelligent drone swarms and advanced
next-generation radar systems to the implementation of artificial intelligence in multi-domain command
and control processes. In this way, ADA transforms the intellectual potential of European students into
concrete technological strength, laying the foundations for a secure and sovereign future for the Union.

Democratizing defense and breaking down secrecy barriers

One of ADA’s most innovative impacts is the complete redefinition of the pathway into the defense
sector. Traditionally, access to advanced military systems required multi-level security clearances, which
effectively cut off young talent from the opportunity for real-world learning at an early stage. Through the
use of synthetic data and Digital Twins, the Academy opens the door to the most talented students,
regardless of their current clearance status. The data generated by Al is statistically identical to actual
combat logs, allowing students to work on realistic technical problems without the risk of revealing state
secrets.

This approach “democratizes” access to careers in defense, allowing for the identification of talent that
might previously have been drawn to the commercial sector (Big Tech) due to fewer bureaucratic barriers.
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Economic Efficiency: Optimizing Recruitment Processes

The implementation of the ADA ecosystem brings tangible economic benefits to the European defense
industry, acting as a powerful catalyst for operational optimization. Thanks to the Al Talent Radar system,
which relies on precise predictive profiling, the enormous costs of traditional recruitment and the months-
long onboarding process are reduced to an absolute minimum. The defense sector gains direct access to
candidates with verified, niche technological competencies, which drastically reduces the costly risk of
staff turnover in an industry requiring significant investment in training and certification. At the same
time, the project aligns perfectly with modern environmental responsibility standards and EU ESG
directives. The full virtualization of training, engineering war games, and testing on the Defence Proving
Grounds platform enables massive savings in fuel, explosives, and the operation of expensive equipment
that would normally be consumed during physical maneuvers. A real reduction in the carbon footprint
becomes an operational reality when tens of thousands of hours of simulation and digital twin analysis
take place in energy-efficient data centers. In this way, ADA not only educates the technological elites of
tomorrow, but does so in a highly sustainable manner, combining cost-optimized, “green” defense with
uncompromising effectiveness.

The Innovation Loop and “Engineering Wargames”

The project introduces a unique innovation loop mechanism that gives the solutions developed by
students during Engineering Wargaming scenarios real operational value. In this model, the
educational process becomes a direct R&D backbone for industry. If a student, facing a simulated
crisis, develops an innovative algorithm to counteract GPS signal interference or optimizes the logistics
structure under conditions of active communication paralysis, the Al system not only evaluates the
result but automatically flags such a solution as a potential innovation with a high degree of utility.
Industrial partners thus gain unique access to the fresh, “outside-the-box” thinking of a new generation of
engineers, free from routine and corporate constraints. This allows for rapid testing and potential
implementation of original ideas in real-world weapons and

management systems. ADA thus ceases to be merely a school, but becomes Europe’s largest defense
technology incubator, where the boundary between science and real-world engineering implementation
is completely blurred. This dynamic environment creates a self-sustaining mechanism in which young
talents not only learn to operate existing technology but actively co-create the continent’s future
technological advantage.

The most significant long-term impact of ADA is a radical shift in the human capital management
paradigm within the security sector. Currently, recruitment in the defense sector is reactive—the search
for specialists begins only when a critical skills gap arises, which, given the pace of technological
change, leads to dangerous delays. Thanks to advanced analytical tools, the Academy enables EU
institutions and member states to transition to proactive strategic planning. The system can predict with
high precision what competencies Europe will need in 5 or 10 years—for example, in niche fields such
as quantum cybersecurity or countering autonomous swarms—and begin shaping these unique skills in
today’s students.
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This approach fosters a new generation of engineers “battle-tested” in the digital realm. They possess not
only a theoretical foundation but, above all, certified micro-qualifications that confirm their operational
readiness. ADA thus creates a flexible and highly specialized technological reserve, capable of
immediately supporting Europe’s technological frontiers at any time. Instead of waiting to train personnel
in the face of a real threat, Europe has a ready ecosystem of experts who are one step ahead of the
challenges of the future.

Ethical and Legal Aspects

The implementation of advanced artificial intelligence algorithms in a sector as sensitive as defense
requires a rigorous approach to ethics, transparency, and personal data protection. The SDTA project is
based on the “Ethics by Design” principle, integrating control mechanisms at every stage of
information processing[9].

Al Ethics: Transparency and Avoiding Bias

The algorithms used in the Al Talent Radar module must ensure objectivity in the predictive profiling
process.

e The system is regularly audited to eliminate bias (e.g., based on gender, background, or alma
mater), ensuring equal opportunities for all STEM students in the EU.

e Every career path recommendation generated by the Al Mentor includes a rationale that is
understandable to humans. The student knows why the system suggested a specific role,
which builds trust in the technology.

e Final decisions regarding eligibility for advanced labs or certifications are always

verified by instructors or industry experts, which prevents the full automation of critical
HR processes.

Data security and protection of classified information

The greatest legal challenge in defense education is the conflict between the need to learn from real-
world examples and the protection of state secrets.

e Separation of access levels: SDTA employs a multi-level access architecture where
synthetic data serves as a secure isolation layer (air-gap logic) between the student and
classified infrastructure.

e Use of Synthetic Data: In accordance with EDA guidelines, the use of statistical copies
of data allows training objectives to be met without the risk of leaking real operational
parameters of combat systems.

e Digital Twins as a Secure Environment: Hardware virtualization enables learning
without the need for physical contact with classified systems at an early stage of
education.
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Privacy and GDPR Compliance

Since SDTA aggregates detailed competency profiles of students from across Europe, the system was
designed based on the principle of Privacy by Design, meeting the highest standards of privacy protection
and data security. The foundation of trust in the ecosystem is full transparency of information processing,
which is achieved through three key mechanisms[10]:

Data minimization and purpose limitation: The system collects only the technical and
analytical information necessary for the precise mapping of competencies and professional
aptitudes within the framework of the EU’s ESCO standards. This excludes the collection of
redundant data, focusing solely on the candidate’s engineering potential and career path.

Analytical anonymization (Big Data): Data transmitted to EU institutions for the purpose of
forecasting workforce gaps and strategic defense planning is fully anonymized and aggregated.
This enables decision-makers to receive precise reports on skill shortages at the continental level,
without the possibility of identifying specific individuals, thereby protecting students’ privacy at
the system level.

User sovereignty over data: Each participant has full control over their digital profile within the
Al Talent Radar. It is the user, not the system, who decides which specific industry partners (e.g.,
selected companies in the defense sector) will have access to their test results, certificates, and
micro-credentials during the recruitment process.

Environmental Analysis

The SDTA project serves as a solid foundation for the "Green Defence" strategy, offering a drastic
reduction in the carbon footprint of training and operational processes in the defense sector. Instead of
energy-intensive, traditional training methods, the system offers a modern alternative based on three key
mechanisms for reducing environmental impact:

Virtualization of training grounds: Traditional engineering exercises involving heavy armored
vehicles, aviation, or missile systems generate massive CO2 emissions and consume vast amounts of
fossil fuels. The "Defence Proving Grounds™ virtual environment transfers these processes to the
digital realm, reducing emissions to the level of energy consumption by optimized, energy-efficient
data centers.

Digital Twins Technology: By utilizing precise digital replicas, physical military equipment does not
need to be used for purely educational or testing purposes. This prevents premature wear and tear on
critical components, which in turn drastically reduces the need for new spare parts, complex
maintenance logistics, and heavy transport.

Digital International Collaboration: An advanced e-learning and simulation platform eliminates the
need for students and experts to make frequent, long-distance trips between European Union
countries. The project promotes a model of distributed, digital collaboration in which knowledge and
experience flow instantly over the network, rather than generating environmental costs associated
with air or land transport.

As a result, the SDTA demonstrates that modern defense can be not only effective and technologically
advanced, but also environmentally responsible, building Europe’s resilience in a sustainable manner that
aligns with climate goals.
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Implementation Roadmap and Scalability

The implementation of the Strategic Defence Talent Academy (SDTA) project requires a multi-stage approach
that will allow for the gradual integration of the academic community with the defense industry while
maintaining the highest security standards.

Phase I: Pilot and Local Validation (Months 1-12)

The first phase focuses on creating a "Minimum Viable Product” (MVP) of the system based on strong
regional aerospace and defense clusters, such as the Aviation Valley in Poland, led by the Rzeszow
University of Technology.

Activities: Launch of the beta version of the Al Talent Radar module at selected engineering departments.

Partnership: Collaboration with local industry branches (e.g., PGZ, Pratt & Whitney) to define the first
competency taxonomies aligned with the needs of the Polish and European markets.

Milestone: Testing the ESCO mapping algorithm on 500 student profiles and validating the accuracy of
the matches by recruiters from the defense industry.

Phase I1: European Integration and the ""Defense Corridor' (Months 13-24)

In this phase, SDTA expands its reach to key centers in the EU, creating a talent exchange network.

Platform expansion: Implementation of The Defence Forge module with courses co-created by industry
giants such as Airbus and Leonardo.

Innovation in Practice: Launch of the first virtual scenarios in the Defence Proving Grounds using
Synthetic Data, enabling participation by students from countries without direct access to specific military
technologies.

Certification: Launch of a micro-credentials system, which becomes a recognized quality standard for
recruitment to European Defense Fund (EDF) projects.

Phase I11: Full Scalability and Ecosystem (25+ months)

The final stage involves transforming the SDTA into an official body supporting workforce planning at the
European Union level.

Institutional Cooperation: Full integration of Al Talent Radar data with the forecasting systems of the
European Defense Agency (EDA) and the European Commission.

Global Sovereignty: The system becomes a major innovation incubator, where the best solutions from
"Engineering War Games" flow directly into industry development pipelines.

Scalability mechanism: Thanks to a cloud-based architecture and modular curricula, any new technical
university in the EU can join the ecosystem within a few weeks, adapting local specializations (e.qg.,
shipbuilding, satellite systems).
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Summary and Conclusions

The Strategic Defence Talent Academy (SDTA) project provides a comprehensive response to the critical
challenges facing the European defense sector in the era of a new geopolitical reality. The analysis
conducted in this study demonstrates that traditional education and

recruitment models are no longer sufficient to ensure the European Union’s technological sovereignty.

The most important conclusion drawn from the project is the need to transition from a

reactive model of “patching personnel gaps” to proactive, strategic human resource planning. Thanks to the
Al Talent Radar tool, SDTA enables the identification of the “hidden potential” of STEM students at an
early stage of their education, directing their skills to where they are most needed from the perspective of
the EU’s defense strategy.

SDTA effectively addresses the biggest barrier to entry into the defense sector—the lack of access to
classified data. By utilizing Synthetic Data and Digital Twins, the project opens the sector’s doors to
thousands of talented engineers who previously chose careers in Big Tech due to fewer administrative
barriers. This mechanism enables the training of “battle-tested engineers” in a secure, virtual simulation
environment.

The findings of the analysis indicate that the SDTA is an ecosystem with high multidimensional
effectiveness:

e Politically: It is fully aligned with the Strategic Compass and EDIS strategies,
strengthening the European industrial and technological base (EDTIB).

e Socio-economically: It democratizes access to specialized knowledge and drastically reduces
recruitment and onboarding costs for the defense industry.

e Environmentally: By virtualizing training in the Defence Proving Grounds module, the
project tangibly reduces the sector’s carbon footprint, eliminating the need for excessive fuel
and equipment consumption at physical training grounds.

The implementation of the Strategic Defence Talent Academy will allow Europe to cease being merely a
consumer of technology and become its sovereign creator. This is an investment that not only builds a
technological advantage but, above all, creates a lasting bridge between the civilian world of engineering
and the continent’s strategic security needs. The SDTA is the foundation of a resilient and modern Europe,
capable of facing the challenges of the future thanks to its brightest minds.
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